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PDF Encryption in C# and VB.NET
PDF encryption enables you to securely protect the content of your PDF document from unwanted viewers and against unwanted actions like printing, selecting text, and modifying annotations.
GemBox.Document will encrypt the output PDF file if you specify any permission different than PdfPermissions.All or if either user password (DocumentOpenPassword) or owner password (PermissionsPassword) is not null and empty.
You can read more about this on the PdfSaveOptions.Permissions remarks.
The following example shows how you can create an encrypted PDF file in C# and VB.NET with restricted permissions, which requires a password to be decrypted, viewed, and optionally modified.
Screenshot of PDF document's encryption    Run Example     

User password 

Owner password 

Pdf permissions None
Printing
HighResolutionPrinting
ChangingTheDocument
ContentCopying
ContentAccessibilityEnabled
DocumentAssembly
ModifyAnnotations
All






	C#
	VB.NET

 Copy   View on GitHub 
using GemBox.Document;class Program{    static void Main()    {        // If using the Professional version, put your serial key below.        ComponentInfo.SetLicense("FREE-LIMITED-KEY");        string userPassword = "%UserPassword%";        string ownerPassword = "%OwnerPassword%";        PdfPermissions permissions = %PdfPermissions%;        var document = DocumentModel.Load("%#Reading.docx%");        var options = new PdfSaveOptions()        {            DocumentOpenPassword = userPassword,            PermissionsPassword = ownerPassword,            Permissions = permissions        };        document.Save("PDF Encryption.pdf", options);    }}

Imports GemBox.DocumentModule Program    Sub Main()        ' If using the Professional version, put your serial key below.        ComponentInfo.SetLicense("FREE-LIMITED-KEY")        Dim userPassword As String = "%UserPassword%"        Dim ownerPassword As String = "%OwnerPassword%"        Dim permissions As PdfPermissions = %PdfPermissions%        Dim document = DocumentModel.Load("%#Reading.docx%")        Dim options As New PdfSaveOptions() With        {            .DocumentOpenPassword = userPassword,            .PermissionsPassword = ownerPassword,            .permissions = permissions        }        document.Save("PDF Encryption.pdf", options)    End SubEnd Module



Besides writing encrypted PDF, GemBox.Document also supports reading protected PDF files by decrypting them with the provided PdfLoadOptions.Password value.
You can check Extract Text from PDF example to read more about GemBox.Document's PDF reading capabilities.
Nevertheless, in most cases when working with existing PDF files you'll find that a more appropriate approach is to use GemBox.Pdf to encrypt or decrypt the PDF.

See also

Create a digitally signed PDF from C# / VB.NET applications



Next steps
GemBox.Document is a .NET component that enables you to read, write, edit, convert, and print document files from your .NET applications using one simple API. How about testing it today?
Download Buy

GemBox.Document is a .NET component that enables you to read, write, edit, convert, and print document files from your .NET applications using one simple API.
Our customers
NASA Microsoft IntelWhat do they say
GemBox Technical Support is wonderful. They’re responsive and incredibly helpful by providing code snippets and examples. I’ve never had to go back to them twice for the same issue because the issue wasn’t addressed correctly. Congratulations on such a useful product and superior customer support!

 Aimee Stinson 
 .NET Specialist at Xperts, Inc. 

To say that I am happy with the GemBox.Document purchase is an understatement. Not only does it do what I had hoped it would, but it also does a lot more and I probably haven’t even touched the surface. I have also had the need to contact technical service twice, and both time they have gotten back to me in less than a day and solved my problem. I cannot speak highly enough of your product and customer service, and I am telling my developer friends all about it!

 Greg Harshman 
 Purchasing & Software Developer at PFB America Corp. 
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